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	Reason for change:
	As per LS S3-230640 / S6-230294 on CAPIF, a protocol defined outside 3GPP realm may be used by non-3GPP AEFs which might also require a security mechanism not defined in 3GPP. S6-230296 provides the related requirement to TS 23.222:

“[AR-4.11.2-d] CAPIF APIs and associated information flows shall be extensible to support vendor-specific functionality.”

Such extensions will enable CAPIF to support AEFs with non-REST NBIs defined by other SDOs such as ETSI MEC but won't affect AEFs defined by 3GPP such as SCEF and NEF as per 3GPP's current protocol choice.

With this requirement in mind, an update to the clause on Security procedures for CAPIF-2e reference point in TS 33.122 was provided. The intention was to explain that for API exposing functions that are defined outside of 3GPP (e.g., defined by other SDOs), one of the security methods defined in subclause 6.5.2 or a security method defined outside the scope of the present document can be used for CAPIF-2e interface authentication and protection. However, the NOTE added in SP-230599 is not sufficient, basically there is a conflict in what to signal. But signalling is needed to distinguish between methods defined by 3GPP and outside 3GPP. Hence, CAPIF signalling must have the capability to express if 3GPP-defined security methods are not used. 


	
	

	Summary of change:
	To the note that was approved by SP-230599, i.e.,:
NOTE: The security mechanisms for the AEFs not defined by 3GPP are out of scope of the present document. 
a clarification is added in normative part to reflect the usage of 3GPP defined security methods between API invoker and 3GPP defined AEFs.


	
	

	Consequences if not approved:
	Unclear behavior for security methods for API exposing functions defined outside of 3GPP.
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************** START OF CHANGES
6.5.1	General
Based on the selected security method by the CAPIF Core Function (c.f., subclause 6.3.1), one of the methods specified in subclause 6.5.2 shall be used by between the API invoker and the a 3GPP defined API exposing function for CAPIF-2e interface authentication and protection. 
NOTE: The security methods mechanisms for the AEFs not defined by 3GPP are out of scope of the present document. ************** END OF CHANGES


